Current threats and warnings

Cyber attacks are constantly evolving, with new fraudulent emails, fake logins and attempts to misuse accounts.
Therefore, it is important to monitor the current security alerts and follow the recommendations of experts from the
Information and Communication Technologies, Charles University.

What to look out for right now
On the website of the Information and Communication Technologies, Charles University you will find an overview of the
latest threats and warnings - Actual security warnings

Typically, the following forms of attack occur:

Phishing emails — pretend to be messages from a university, bank or postal service.
Fake login pages — imitate CAS or Microsoft 365.

Fraudulent SMS and phone calls — posing as IT support or faculty management.
Malware — harmful attachments in emails that infect devices when opened.

Recommendations

Never click on links in suspicious emails.

If you are not sure, forward the message to IT support.

Regularly follow the ICT warnings — it will help you recognize an attack before it happens.
Stay up to date — follow the ICT warning

News will help you to spot attacks early that might otherwise threaten your account or device.

Do you need advice or report a security incident?
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For detailed procedure, see the Security Incident Reporting section , where you will learn how to describe the incident,
to whom to send it and how to resolve it.



https://security.cuni.cz/en/news/
https://security.cuni.cz/en/news/
https://csirt.cuni.cz/en/incident_reporting/

